
 
 

 
 
 

 

 
Benefits 
 

Sandboxed environment 
enhances the security of 
opened files 
 
Ability to view email 
attachment files as well 
as files from the 
company’s secure web 
portal 
 
Complete control by the 
IT department over the 
managed workspace 
 
Optional two-factor PKI 
authentication logon to 
the company’s webmail 
and secure portals from 
any PC including kiosks 
 
Optional hardware 
encryption secures the 
data on the drive for 
reduced exposure to 
theft and loss 
 

Secure Email and Portal Access 
 
Web mail solutions provide remote access to corporate email from an 
unmanaged host computer, but are they secure? Untrusted host PCs can be 
susceptible to numerous threats and using them can lead to data loss, 
identity theft and unauthorized access to confidential resources. 
 

The Business Challenge 
Web-based solutions that provide remote access to confidential resources are a 
critical weak point in modern computing scenarios. Providing remote access to 
end-users is required, but can lead to a variety of security risks. 

Because end-users could be using any unmanaged PC, whether at home or on the 
road, they leave themselves and the organization vulnerable data loss – such as when 
temporary files are left behind on the host PC. 

On untrusted hosts the danger of key-loggers and other forms of malware is 
particularly great, but user error and carelessness can be as great a cause of data 
protection risk. 

 

The Ceedo Solution 
Ceedo Enterprise provides an ideal solution for secure access to corporate email and 
portals. Documents and attachments are accessed through the Ceedo environment, 
preventing footprints from being left behind on the host PC. 

Two-factor PKI authentication for applications running inside the Ceedo workspace 
makes it possible to use on unmanaged PCs, with complete protection. 

 



 
 

 
 
 

 

Solution Components: 

 USB drive for user data, temporary web files and PC applications, with restricted 
write access to the host PC. 

 Microsoft Office viewers can make sure that no temporary backups are made 
and left behind. 

 Profiled and sandboxed Internet browser pre-configured with the corporate 
web mail portal credentials. 

 Two-factor token based authentication is much stronger than password-only. 

 Hardware encryption makes physical data loss a non-issue. 
 
 

Try Out Ceedo Enterprise, Today! 
To download a trial version of the Ceedo Enterprise client and set up your own 
workspace to try out for 30 days, please visit: 

http://www.ceedo.com/products/ceedo-enterprise.html 

To find out more about how Ceedo can help you design, set up, and provision a 
flexible virtual workspace solution in less than 30 days, contact us at: 

http://www.ceedo.com/company/general-sales-inquiries.html 

 
 

About Ceedo 
Ceedo Technologies delivers virtualization solutions that extend the reach of business 
computing to unmanaged devices such as an employee-owned PC or laptop, low-cost 
netbook or secure USB storage. By enabling the user's application workspace to run on any 
device, Ceedo allows customers to provision teleworkers, temps, contractors and business 
partners immediately without the need to manage additional desktops or increase their 
datacenter capacity. Ceedo's products have been deployed on over 4 million devices 
worldwide, where they are managed and used daily by consumers, enterprises and service 
providers. The company was founded in 2005 and is headquartered in Rosh Haayin, Israel. 
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