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Ceedo Virtualization
Technology Overview

# A A Auhigu®approach to application virtualization enables multiple
applications to be virtualized together to create a virtual workspace
that separates the applications, settings and data from the operating
system, while allowing them to interact with one ather.
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Introduction

CeedoTechnologies Ltd. has developed a technology that allows IT administrators to

easily virtualize a suite of standard dffe-shelf Windows$" applications and deploy

OEAT O1 Oshd nidtdchrdlgg@Badministrators can easily sep, update

and teardown Windows application environments to employgeven for home use

and forsubcontractors. Within minutesisers caraccessan entire workspace of the

applications they need and are accustomed torlang with. Applications ardaunched

from a handy launchbargeO1 1 U ET OACOAOAA ET 601 OEA OOAO0GO
actually installed on the PC

Home PC 0@ O3>
S -
Subcontractor PC Intes
| ~
1§ Ceedo Deployment

&Co and Update Server

©

Figure 1 - The Ceedo Sphere & Supported Devices

The Ceedwirtual workspace launches on any Windows host PC sutithe need to pre

ET OOAI 1 O £#OxAOAh AOEOAOO 1 O ACAiNdOO8 #AAAT &
leverages the exiting Windows OS on the host R@orksfully in user mode, enabling

operation on lockeedown PCs.

#AAAT 60 OEOOOAI EUAOETT 1 AUAO 1 AAEd®AO AAOxA
installedapplications, making it possible t@installthe operating system without

having to re-install the applications, while keeping aker settings and da intact.

This process ensures business continuity during operating system migragoyfrom
Windows XP to Windows Vistar Windows Vista to Windows oy, duringfailure and
AEOAOOAO OAAIT GolentvBinageméni Sgsteth ACKNMS),dbddh the Ceedo
Virtualization Layerand the applicatiosthat run on top of ittan beautomatically
updated overa LAN or WAN.

This documenexaminesthe challengesassociated withNVindows application
management and the@mplexities arising from th@eedto install applications into the
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Windowsenvironment Further, itdetal©O EA AT OA AT I T 1T AT OO0 1T &£ #AA
technology whichaddresseghesechallengedy enabling a suite of standard Windows
applications to rmm on a host P@ithout installation.

Application Installation: The Challenge

Most Windows applicationsise the Windows persistent storageechanism including
the Windows file system and the Windowegistryto store statusand settingscreating
strongties between the applicatioeand the underlying operating system. Theies
become an obstacle wheahere is a need tonovethe application to another computer,
update the underlying operating system, or manage the applications remotely.

Following is aeviewof typical applicationinstallationrequirements:

A typical Windows application requis@n installation process to registand bind the
applicatiorisbinaries, resources and configuration to the host$@indows
environment.The installation processsually performghe followingoperations

1 Copying files to thepplicationfolder fwhich typically resides under.XBrogram
Files.

1 Copying files tahe Windowsshared foldersysuallyC:\Windows or GProgram
FilesCommon Files)

RegisteringDynamic Link Library (DL) filesand COM objects
Creating applicatiorshortcuts inthe WindowsStart Menu.

Storing some registration andefault settings for the application in thé/indows
Registry.

1 Prepaing and registemg the uninstallmechanisn for uninstalling the
application

1 UpdatingsomeWindowssettingssuch adile association, automatic startygetc.

All the information stored during the installation phasel&er used by the instadid
application during the execution phase ¢énsure propeifunctioning of the application
When theapplicationexecutes, it firstonfirms thatall of its binarieEXE, DLLand
OCX)have beerloaded correctly. This involvaheckingthe Program Filegolders,
Windowsfolders, COM objectsathich areread throughthe Registry classes valugsgnd
other files.During the execution phase, a typical application routinely accesses these
files and registry values, performing read and write operations.

The fact that an applicatiomustbe installed on a particular operating system on a host
PC in order to operate, amiust beun-installed to becompletelyremoved from the
system createsseveralcomplexitiesfor end-users and IT managers:

1 The installation process consists s#veralsteps ands a lengthy process

o Itrequiresusers to waiuntil the installation completegrior to usingthe
application
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0o Some installations require rebomgOEA 0# xEEAE OAOAOO
environment and can be disruptite work.

o IT managerswheninstaling manually, wastevaluabletime waiting for
the required set of application® beinstalled ona host PC

1 When a user migrates to another computaecause oficomputer failure ol
hardware upgradeall ofthe used &pplicationsmustbe reinstalledon the new
PC and then reonfigured This step can typically take anywhere from a few
hours to a few days to complete, depending on twmplexity of the
configuration.

1 Installed applications are not portablelsers often transferfilesto a USBdrive
andcontinueto work onanotherPC However, since the applicationsannotbe
transferredand usel at another locationsomeof the files on the USB driveay
not be usabledue to missing file associations

1 Whenan organization decides to upgrade tiheurrentWindowsoperating
systemversion(i.e., migratefrom Windows XP to Windows Vistar Vista to
Windows 7, it is a common best practice to performaeaninstall of the
operating systenfor performance reasonslhismeansinstalling theoperating
system from scratchwhichrequiresthe applicationsto be reinstalled as well.
This is also the case when purchasing and deploying newtRtisally an
ongoing process in any organization

1 Since all applications use common file locations, conflietsoften created
between DLLs and other application files whigharethe same name. Conflicts
are also caused when applications require different versions of the same system
resourcesi(e., .NET, Java VM, etc.)

1 Managing, updating and removing applicatie remotely bythe enterpriselT
departmentisa complex task:

0 It requires running an additional installation process witle tifficulties
mentioned above

o0 When regression issues are discovered on some PCdliffi¢silt to undo
an update.Consequently]T manages put off updating applications

Enabling applications to run on a host PC without requiring installatidieviatesmany
of theseissues Theendresult is flexible and simplified IT processes due to the
streamlining of application deploymentral management.

Approaches to Achieving No-Installé

Following are some of the conventioragbproaches tenableapplications to run on
Windows PCs without the need for installation.
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Developing GPortable Applicationsd

One method of avoiding application installatiors to rewrite the application itself, in a
way thatwill not use anyVindowspersistence sesices. Such modified applicatisn
often called'Portable Applications do not usethe Windowsregistry, do not store files in
the standardWindowsfolder, anddo not use any % party ActiveX componergor COM
objects

The benefitso® 01 OOAAT A ar®bl EAAQET T 06
1 Applications can run without installatian
T ' Pl EAACET T O AAT A(fe.béimyhbie@icdighedd rin 0# O
them directly from a USB driye
Thedifficulties with this approachare:

1 Modificationscan only banadeby the developer of the application who has
access to the source code, and not by°a&ty ISV, integratoror the enterprise
itself.

1 Modificationsusually require a lot of timere expensivandarenot practical for
the enterprise itself unless the developedistermined topursue this option

1 Modificationrequires the application developer to create propriety methods for
information storage that do not depend on Windowegisteredresources more
time has to be spent developing, debugging and documenting these methods

1 The use of proprietary persistence services prevents the interaction between
applications and operating system components in using commeasources 8ch
as Activexcontrols, whichlengthensdevelopment time angrevents taking
advantage of improvea@pplicaion performanceusually associated with
common resources

Using Application Virtualization

A better approachisto use virtualizatiortechnologyO 1 twe@k&he applicatiors

behaviorat runtime without the need for source codmodification. Virtualization is a

very broadterm whichrefers tothe abstraction of computer resourcegvhen applied to

applications yvirtualization means thathe resources required for thapplicatioris

execution areabstractedfrom the application itself. These rescces are actually

mappedonto 'virtual' resources whicharestored in a location that does not depeioa,

I O OAl AOGA O OEA EIiTiisappdo#ch Gaved hoOpilicawAl O OO0 OA
unchangedyetindependent of a particular host P@e applicdion can run on any PC as

long as the virtual resources are available.

Standard application virtualization technology implements a virtualization layer
betweeneachapplication and the operating system, dsistratedin Figure2 below.
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l' Operating System |
™ PC Hardware |

Figure 2 - Standard Application Virtualization

The benefits of standard application virtualization are:

1 Applications can run without installatioon the host P@Gndcan beported from
PCto PC

1 Applications do not require modification, makirige technologypractical and
economical for organizationallowing them touse thetechnology with any
application

There aretwo mainobstaclesto this approach:

1 First, each virtualized application is isolated in its dtawmbble' not only from the
installed applications on the host, but also from other virtualized applicatiens,
virtualized applications cannot interact witbhne anotherother, or launchone
another. This prevents applications suites such as Microsoft Office, for example,
from embeddingan Excel worksheet in a Word docunter a PowerPoint
presentation

1 Second, most application virtualization solutions require an offline packaging
process calledApplication SequencingThis process is partially manual,
considered somewhat of aart, and does not always complete successfully,
adding a degree of complexity and uncertainty to the application deployment
process

Ceedod O | B B Applikakidh Workspace Virtualization

Ceedo has developeéd/orkspace Virtualizationwhich is an enhancemermf Application
Virtualization. Ceedo's solutiosolvesthe application installation problenm an
improved,more streamlinednanner, avoiding some of the difficultiesaused by
standard application virtualization

Workspace Virtualization is an extension of Application Virtualizatibwirtualizes a full
‘workspacewhich includes several applications, application settings and user data. In

the virtual workspace, agjcations can interact wittone another Jaunchone another

and can have specific user settings for each application that are separate from the

Apbl EAAOQGETT EOOAI £ AT A £OT T OEA O1 AAOI UET ¢
personalized application settgs and data as part of the virtualized environment enables
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them to be easily movedogether with the applications themselveto another
operating system or another physical PC.

/ Virtual Workspace

|
[ 1
Application | Application | Application l User Settings, User Data
[ Operating System |

\ ﬂ PC Hardware h

Figure 3 7 Ceedo Workspace Virtualization

In contrast to Application Virtualization, Workspace Virtualization does not recpire
offline packaging or sequencing proce¥&tualized application images are created by
simpyOOT T ET ¢ OEA ADDI EAAOET thedoBed@dnfnmeA A O A
Virtualization Enginewhich virtualizes the applicatiom runtimeand adds it to the
workspace. After the application edded intothe workspace, application plums and
additional applications can be added without modifying the existing applicatiorisen
workspace.

Offline virtualization and direct deployment of applications is supported as \well.
deployment of applications into a workspace without running the Ceedo Runtime
Virtualization Engine included in the workspace, a separate tool allow$ an |
administrator to use the samBuntime Virtualization Enginér aquickandsimple
‘offline’ virtualization process. The IT administrator can then remotely add the
virtualized application to workspaces that have already been deployedR€ irthe
field, a network driveorto a USB drive

OAOOD

The kAT AEZEOO 1T £ #AAAT 60 | bDPil BrA AOET 1T 71 OEODPAAA

1 Applications can run without installatioon the host P@Gndcan beported from
PC to PC

1 Applications do not require modification, makirige technologypractical and
economical for organizations since they can use the technology with any
application

Applications can interact witlbne anotheras theytypicallydo on Windows PCs

The workspace carries the user application settirpsisre-creating a user
environment on a new PC becomes a very quick and simple processvirig
the workspace to the new RC
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1 Theapplicationvirtualization process is very simple and intuitive. It can be done
centrally by the IT administratoor policy permitting, by endusers themselves

The Ceedo Technology

The Ceedo virtual workspace relies on the following capabilities to virtualize applications
and allow them to seamlessly work within any Windows environment:

1. A policybased hooking mechanism toolok API calls mde by applications

2. A dynamic contextbasedState Machine to determine the handlgmbehavior for
hooked API calls

3. An alternate registry database for storing application keys and a virtual file
system for storing pplication files and data files

4. A compatbility layer for allowing applications to work across ttiple Windows
versions

5. A crossapplication bus fornter-application communications

Hoxct Profiled Virtual Virtual
Application Application Application 1 Application 2

Virtualization _ _ s _______ W ________ _\L___,__
- ~
;/ Layer Policy Based Interception R
I v '
e I
i | Layer :
: . '
: | Communications Bus I
| I
| I
i A 2
I‘ Virtual | Virtual i
A Disk - Regist s
l Windows Operating System
Disk ‘ | PC Hardware (CPU, RAM, Devices, Metwork, etc)

Figure 4 z a Virtual Workspace of Applications

Figure4 illustrates how a Virtual Workspace of applications functions on a PC using

#AAAT 60 6EOOOAI EUAOETT , AUAO8 7EAT OEA 6EOO
Ceedo Virtualization Layer is loaded into memory and is responsible for all 'b#tend

scenes' operations.
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The Ceedo Virtualization Layer

TheCeedo Virtualization Layes responsible foredirecting and managinghe inherent
ties between an installed application and the underlying operating system aatslas a
'mini operating systerhfor the Virtual Workspace.

TheVirtualization Layer interceptéPlcalls from applicatios to theoperating system,
and handlsthese calls according to a complex set of jiefined rulesWin32API calls
are the'behind the sceng messages that applications use to communicatigh the
Windowsoperating system.

There are many types of Win32 API cdfts the purpose of this documentve will
divide these intahree groups:

1 Registry APtalls(direct registry get/set commands, DLLOM objects
registration, and more)

1 File System API calls (save/load files from varimpsrating systenfolders such
asthe CAWindowsfolder, the CAProgram Flesdirectory, user profile folders,
etc.).

1 Other calls(memory, processes, wsl, peripherals and many more)

Application

A

WINEROWS 82 AP)

Figure 5 z Standard Windows Application - Installed

Figure5shows the normal behavior of a standanindows applicatiorinstalledon a
Windows operating systenThrough Win32 API calls, the application interacts with the
operating system to perform various functions.

To achieve theffect ofvirtualization(making the application independent from a
particular PC ooperating systeminstallation),the CeedoVirtualization Layeintercepts
these API calls and changtheir behavior.Intercepting API calls iserformedby the
Ceedo VirtualizationLayerwithout usng system driveror servicesandtherefore, work
will without requiringadministrative privilegesThis enables a Virtual Workspatebe
launched by employees in an enterprisauser modeFormobility solutions this enables
instantusageof a CeedoVirtual Workspace fronthe Web, or froma portable driveon
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public PGat airports,Internet cafés, public schoolsnd other remote locationsgven if
they are'locked-down.’

The Virtualization Layer uses a policy develofdCeedo to determine wich API calls
to intercept. APlintercepted calls for each applicatioare deerminedduring the
application virtualization process in which the agt of the application is used to create
a virtual instance of the applicatipandto determine hooking for the application.

Calls that do not need to be intercepted are passed to \WWwelfor normal handling.
Intercepted calls are passed to the Ceedo Virtualization Layer for handling. The Ceedo
Virtualization layer uses itState Machine to determine how to react and respond to
each call.

» Application

I 50ET C #A

Figure6 shows theflow of API calldfrom a standardVindows appicationintercepted by
the CeedoVirtualizationLayer. TheVirtualization Layeronly intercepts API callthat
eventually result ilWindows egistry orfile systemread or writeoperationswhile all
other calls remain untouchedndare passed through to béandleddirectly by the
underlying Windows operating systermtercepted callare handled internally by the
Ceedo Virtualization Layer through its Virtual File System and Virtual Registry.

The end result is that the separation between the application and the operating system

is achieved with very little performance overhead. ltyjsically about 23% and is not

noticeable by endd OAOO08 )1 EAAOh OET AAS AGP@IYAAOET T O A
they may actually run faster if the PC has not had many applications directly installed on

it, compared to running on PCs that have nyainstallations on them.

The Virtualization Layer logic

Ceedo uses &tate Machinefor receiving input from multiple API functions hooks and
changing their behavior when appropriate in order to maintain a virtualization layer
independent of the underlying operating system atadbetransparent to the upper level
applications.
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The logic implenented in the Ceedo Virtualization Layer determines the result of each
operation performed by the applications in the Virtual Workspace. One of the factors
affecting this logic is the mode in which the application is running. The Ceedo
Virtualization Layesupports two central modednstall Mode andRun Mode.

Install Mode

The typical use of Install Mode, as the name suggests, is for installing applications into
the Ceedo Virtual Workspace. Install Mode is the default execution mode of the
application sety files which are activated through the Ceedo Runtime Virtualization
Engine.

When ininstall Mode, the Ceedo Virtualization Layer limits the exposure of the
application to resources that exist on the PC, so the application will not depend on these
resour@s when it executes, and to ensure the setup installs all required components for
the application to function into the virtual environment.

For example, if an application setup needs to copy a DLL to the Windows System folder,
and first checks if that DLalready exists, the Ceedo Virtualization Layer will hide the
existence of the DLL from the application setup, to ensure it will be coede Virtual

File Systenby the setup program. This guarantees the DLL will always be available to
the application,even if it is running on a different PC wheihe DLLdoes not exist.

Run Mode

When inRun Mode, the Ceedo Virtualization Layer allows some utilization of the host
PC resourcegnsuring thatthis utilization iscarried outin readonly mode. In Run Mie
application requests to components and read requests of attribute values from the host
PC are granted. This ensures the proper operation of applications, and allows utilization
of resources or other applications that are installed on the host PC. ongle, it

permits the user the utilization of DirectX hardware resources from the host PC when
running graphieintensive applications. This allows optimization of resource usage and
excellent performance of the virtualized applications.

The Virtual File System

The Ceedo platfornmaintains a Virtual Filey&tem, which iglesignedto mimic the

structure of theWindows file system. It provides the poefined environmenthat

Windows applications andhstallers expect to findso gplications runningpverthe
CeedoVirtualization Layerperceivethe CeedoVirtual Hle System asf it werea part of

OEA ET OO0 i AAEETAG60 &Z£EI A OUOOAI 8

The Ceedd/irtual File Systencan be listed, read, writteto, or loaded.Equally files

AOT I OEA ET 006 O dEeddadhdlcaded ivkdverthel tannathe 1 EOOA
written to. If the Ceedo virtualization engine detects an application call to create a file or
open a file for writing, the engine will redirect the call to a file onViréual File §stem

instead ofa file loated n the host PG O /EE I. Fhis ¢htewaridbox ensuring
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that any changes remain within the confines of the Virtual File Systaakingthe

x| OEOPAAA DPOEOAOA AT A OAADOOA OETAA 11 EIT &£ O

storage

The &edoVirtualization Layewses theVirtual File Systemntensively When an
application is installed by running its setup file through the CeRdatime Virtualization
Engine all files are written to th&/irtual File System During the execution phas# an
application,when an application requestoadinga DLL, the Ceedo Virtualization Layer
first searches the Virtual File Systeandif it exists,loads the DLL.

If the DLLdoesnot exist in the Virtual File Systeandthe IT securitypolicy permits if
the DLLcan beloadedfrom the host P@ file system. This ensures thitie application
can work anywhere withouactuallybeing installedocally, asthe Virtual File System
carries all itsesources Further it allows applications taitilize commonWindows
components or alternatively use some of the host P&esourcesrinters, Internet
connection etc.).

The Virtual Registry

TheCeedo VirtuaRegistryis somewhat similar in operation to the Virtuale System
Through the Ceedo Virtualization Layer, applications can only read values froimotite
Similar tothe Virtual File Systemif the Ceedd/irtualization Layeinterceptsa call to
retrieve aregistry value, it first searches for thaaluein the Ceedo Wtual Registry, and
returns the value if it exist$f the value does not exigh the Ceedo Virtual Registrgt
complex set of ruless applied to determine if th€eedoVirtualization Layemwill search
for that valuein the host PC'seqistry.

These rules take into account the type of the value (application value, Windows value,
Internet Explorer valugetc.)andthe mode the application is running in. If the Ceedo

6 EOOOAI EUAOCEIT , AUAO AAOAOI ET A0 OEAO EO
so, and if the value exists, it will be returned to the application. Otherwisetdply to

the application wil be'value not found The writing mechanism is less complicated

since alregistry keys are written to the Ceedo Virtual Registry. This ensuresathat

the datathe application has written to theegistry isstored and isaccessible within the
Ceead Virtual Workspace.

The Ceedo Compatibility Layer

The Ceedo compatibility layer allows moving virtual applications smoothly between
different versions of the Windows operatingstem. This layer allows applitans to
function across peratingsystem vesions by exposing the same API and behavior
expected by each applicatignegardless of the underlying operating system it is
currently running on.

This is done by abstracting assembly stores, system environment variables, services
handling mechanisms, Oiternal techniques, special folderand additional items from
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the application. The end result is that an application installed on Window$axXP

example and moved to Windows Vistavill continue functioning as if it is running on
Windows XP. Ceedo Wiranslate all variables and operations to appear as if they are
occurring on Windows XP; this is what allows the application to function in such a case.
The same methods apply for running across versions of Windows 2000, Windows XP,
Windows Vista, Window 2003 and Windows 2008 servers.

In essence, the compatibility layer hides the real operating system from the applications
and presents the expected operating system facade to the applicaétbowing it to
correctly interact with it. The compatibilityalyer acts as a translator between the
language of the expected operating system calls and the actual operating system
present.

Using the compatibility layerCeedo allowshe virtualizingof an application by the IT
administrator, and then deploying it tany Windows operating system used within the
organizationor outside of it.

It allows for:
1 High flexibility of usage of software resources witlinoutside an organization

1 Makes upgrading operating systems simpler due to the ease of porting the user
applications and environment between them

1 Enhances forward compatibility of applications. For example, many applications
compatible with Windows XP but not with Windows Vista, can work on Windows
Vista after being virtalized by Ceedo

The Ceedo Cross Application Bus

The Ceedarossapplicationbus allows for intelapplication communications. It allows
virtual applicatiorsto interact as if they were actually installed on the Windows
operatingsystem. It also allows the virtual applications to interagith the installed
applications on the PC.

During setup time of an application, thirossapplication busnanages all the
registrations required by standard applications to connect to Windows and provide
information to other applications.

During run time the crossapplication bugeacts to application requests, finds the
requested informationand provides it to applications. It allows applicatiofe
example, to use a COM object added by another applicageen one residing on the
PC itself, if theCeedo policy allows for its use.

Creating a Virtual Workspace

By virtualizing a full suite of standard Windows applicatioig €eedoVirtualization
Layercreates a integratedVirtual Workspace of applications that is detached from the
PC. Sincehe Cealo Virtualization Layempresentsthe sameVirtual File Systemand
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Virtual Registryto allapplicationsrunningon top it, the applications canecognize and
interact withone another

For example, iRdobeAcrobat Reader is installeéh Ceedogall other applicatiors
installedin Ceedawill be able to usécrobat freely and PDF files will by automatically
associated with the Acrobat application within the Ceedo Virtual WorkspSauilarly, f
the user receivean email with a link t@website and a browser is installad the Ceedo
Virtual Workspace, the Ceedo Virtualizatidmyer willensurethe e-mail application
recognizeghat browser,and clicking the linkn the email will launch theVirtual
Workspacebrowser applicationinstead ofthe browser installecbn the hostPC

In addition, due to the request fathrough ability of the virtuakation layer, applications
canaccess loc#y installed resources and applications on the PC. This allows the virtual
applications to function and behavesaf they were actually installed on the host PC.

In reference to the example abovié aguestapplicationneedsto open a PDF file, the
CeedoVirtualizationLayer first searchethe virtual egistryto verify ifanotherguest
applicationisregistered to handle PDF files (through thetual file associatioslist)
exists If such an application is found, t®edoVirtualizationLayer will launch it to
open the PDF file. If not, th€eedoVirtualizationLayer, policy permitting, will
transpaently search for such an application on the host PC, addtécted, will laund
that application from the hosPC At the same timethe host PGemainsfully-
functionaland is able to executapplications installedocally.

Security Considerations

A Windows PC is an inherently insecure environment. It is susceptible to attack by

malware that can corrupt applications and compromise confidential data. To effectively

deal with PC security issues, Enterprise IT typicaiyntainsa homogenous, locked

down PC environment at the cost of severely limiting user flexibility and customizatio
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centrally managedset of rich client applications on a PC that is not under phgsical

control of the Enterprise. Ceedo has partnered with leading security vendors to

implement layers of security that enable deploying and running a Ceedo workspace with

a high degree of security.

1 Physical device security z For a customewho wantsto run a Ceedo Workspace
from an externalUSB storage device, Ceedo has partnered with device vendors
such asSafeNet/Aladdin SanDisk, IronKeyand others whose devices can be
deactivated in the event of loss or theft. In addition to requiring user credentials
to launch the Application Workspace, a tirbased policy can be implemented
from within the Ceedo workspace to automatically initiate kodown if a certain
time period has elapsed in which the device has not done an online validation
ping. Devices that have been tested with Ceedo also include a feature that will
automatically lock down or initiate a setfestruct sequence if a certain nuoar of
unauthorized or invalidogon attempts have been exceeded.
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Data encryption z All or part of a Ceedo environment can be encrypted using the
most advanced available hardware and/or softwdnr@sed encryption

technologies such as 128 or 256 bit AESrgption. Especially when using
hardwarebased encryption, decryption keys are safeguardaad the entire
environment is isolated from potential OS security flaws of a host PC.

Environment security z The Ceedanvironment can be readily configured to
protect against malware intrusion into the Ceedo environment by user actions
such as amail and browsing, or from the ho&tCon which the Ceedo
environment is run, hogCvalidation prior to running the workspac&/hen
started, the Ceedoclientwill verify that the host PC is running an p-date
antivirus and operating systetnefore being allowed to run.

Isolation from host z The Ceedo workspace can lsslated from the hosPCon
which it is running so thatll data is written to the Ceedo workspace and not to
the hostPC thereby preventing unintended leaking of informatiohhis includes
writing by applications of which the user is often unaware, such as history, log
files, cookiestemporary filesand othe information that can be used to identify

or track a user. Ithis manner, both actions by the user, such as saving files, and
underlying writingactions by applications, all remain in the workspate.

addition, Ceedo can be configured to stop a usenfrsaving information to the
host PC from any applications running inside the workspace.

User authentication (2-factor, OTP) z Enterprises use various means of user
authentication to support usage scenarios both within and outsifleorporate
office locatons. Effective ge of sophisticated useauthentication technology
such as ongime passwords (OTPs), USB tokens and public key infrastructure
(PKI) is often effectivelliimited by the need for installation and configuration on
OEA ©0O&bthefesulting support ovehead. With Ceedo, robust user
authentication can be implemented as part of the Ceedo vepice and
launched on any host P&@here the workspace is runwithin the Ceedo
workspace, the various means of authentication can be tightlypted 2-factor
authentication, allowing use of tokens, digital signatures and certificates as
security underpinning for secure email, browsing, and other applications, in a
manner that is almost transparent to the end user.

Encrypted communications z For highly mobile workers and business partners,
secure access to corporate resources is a threshold requirement. A Ceedo
workspace supports configuration with industsfandard, virtual private network
(VPN) technology to ensurtie security of all commumiations. As with all
resources implemented in a Ceedo environment, the VPN can be tested in an
offline scenario so that when the production Ceedo workspace image is deployed
to the enduser, no further configuration or support is required.
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Summary

Througlout this documentwe haveseenthe manychallengesEAAAA AU O1T AAUB O )
departmentscreated bythe need forapplicationinstallation. Ceedo's viualization
technologyprovides a unique solution tmeet thesechallengedy allowing IT

administrators toquickly and easilgeployand mobilizeapplications suites and later

update them without the need for installation. This simplifies by an order of magnitude

the complexities of managing PCs and allows for new usages of PCs and applications.

With the implementation of various layers of security, tli®eedo workspace affords the
end-user and the enterprise a full set of applications tightly coupled with industry
standards information securittt AAAT 6 O (@dablds this mdrkgihprovement

by using virtuéization and remote management capabilities to address these IT issues.

In this document, we have delved into the virtualizateegmentof Ceeddstechnology,

which is the basief making this possible. Ceetgvirtualization technology allows the

virtualization of afull suite of standardoff-the-shelfWindows applicationsandfull
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requirea complexapplication sequencing process, ahdly works in user mode

allowing it tobe seamlessly deployednd run orany PCincludinglocked-down PCs.

The futureis clearz virtualization technology willmprove the waywe work and the IT
processes weely on. Ceedo's virtualization product&im at making this future pssible
today. Ceedo's productprovideIT administratorswith costeffective PC management
solutions foroffice andemployeehome-office environments

- AOEAO bOI Grdliation tAchnblbgy Bas already been deployed to over
four million users worldwide, successfully creating the ultimate managed virtual
workspace.

To learn more, visit our website atww.ceedo.com
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